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Introducing the ‘Server Pending Restart Monitoring” management pack for System Center
Orperations Manager.

3. Background

This management pack was inspired from an existing, and very popular, management pack
from David Allen — 'SCOM Pending Reboot Management Pack'. This provides alerting when
certain conditions on the monitored server are detected and requires the server to be
restarted.

We wanted to build on this ided, but at same time, introduce an enhanced level of
monitoring.

4. Overview

A number of scenarios are evaluated to determine whether the target computer is pending
a restart. Additionally, each of the scenarios can be overridden to tailor to your monitoring
needs. For example, if your only requirement is to determine whether the monitored
computer is pending a restart as a result of Windows Update automatic updates, then you
simply enable this condition detection via override.

By default, all condition detections are disabled. You simply enable the condition
detections as required using Operations Manager overrides.


https://aquilaweb.net/2015/07/15/scom-pending-reboot-management-pack/

5. Pending restart condition detection

Component Based Servicing (CBS)

Any component-based servicing which has taken place on the target computer, and
requires a restart, the following registry location will store a 'PendingRelboot’ value -
'HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Component Based Servicing\'.

Pending Computer Rename and/or Domain Join operations

Computer rename operations are checked by evaluating the following registry locations
and values

e 'SYSTEM\CurrentControlSet\Control\ComputerName\ActiveComputerName\'
e 'SYSTEM\CurrentControlSet\Contro\ComputerName\ComputerName\'

Domain join operations are checked by evaluating the following registry key and value:

e 'SYSTEM\CurrentControlSet\Services\Netlogon'
o Value: 'JoinDomain’

Pending File Rename Operations

File rename operations are checked using the following registry key and value:

e 'SYSTEM\CurrentControlSet\Control\Session Manager\',
o Value: 'PendingFileRenameOperations'.

File rename operations are triggered most commonly by anti-virus products when removing
and updating virus definitions and / or .dat files.

System Center Configuration Manager (SCCM)

Any activity performed by the SCCM Client which results in a system pending restart is
checked by executing a WMI query against the SCCM client (ROOT\ccm\ClientSDK') on
the target computer.

Windows Update / Auto Update

Post Windows Update / Auto update operations which result in the target computer
requiring a restart are checked using the following registry key and value:

¢ 'SOFTWARE\Microsoft\Windows\CurrentVersion\WindowsUpdate\Auto Update\,
o Value: 'RebootRequired'



6. The Management Pack

6.1. Overview

The "Server Pending Restart” management pack contains a monitor and a rule.

The monitor is enabled by default and is configured to change the 'Configuration’ health
state of the target Windows Server Operating System. When the 'Is Reboot Pending' value
equals 'False’, the monitor will detect the healthy condition and return to o healthy state.

The rule, which is disabled by default has the exact same condition detection behaviour
as the "Server Pending Restart Monitor”. This rule can be enabled as an alternative to the
"Server Pending Restart Monitor" when the presentation of health state changes is not
required.

Both the monitor and rule evaluate each of the condition detections described above
(which have been enabled via override) in the same way using a PowerShell script. If one or
more of the pending restart condition detections returns ‘True', a warning alert is triggered.

6.2. Two state unit monitor
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6.2.1. Monitor Configuration

¢ Monitor display name: "Server Pending Restart Monitor"
o Target: Windows Server Operating System
e Parent Monitor: Configuration

e Enabled: True

Monitor Condition

Operational State

Health State

NoRestartPending No restart pending Healthy
detected
RestartPending Restart pending detected | Warning

e Monitor Alert configuration

o Alert name: "Monitor Alert - Server pending restart detected”
e Priority: Medium

e Severity: Match monitor's health (Warning)

Monitor Condition Operational State Health State

NoRestartPending No restart pending Healthy
detected

RestartPending Restart pending detected | Warning

6.2.2. Overridable monitor properties:

Property

Comment

Default Value

Enabled

Use to enable/disable the "Server Pending
Restart monitor”.

TRUE

IntervalSeconds

How often (in seconds) the monitor will check for
a pending restart condition.

86400 (24hrs)

SCCMCheck

The condition detection of SCCM client
activities which result in a pending restart
status.

FALSE

FileRenameCheck

The condition detection of file rename
operations which result in a pending restart
status.

FALSE

ComBSCheck

The condition detection of Component Based
Servicing operations which result in a pending
restart status.

FALSE

ComRNDJCheck

The condition detection of computer rename
and or Domain join operations which result in o
pending restart status.

FALSE

WinUAUCheck

The condition detection of Windows Update
Automatic Update operations which result in a
pending restart status.

FALSE

TimeoutSeconds

Timeout in seconds for the PowerShell script
inside the monitor.

120




Monitor Override example:

Cwerride Properties x
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Monitor Product Knowledge:

) Server Pending Restart Monitor Properties

General] Health] Alertingl Diagnostic and Hecovery] Configuratiol Company Knowledge] Overides

~
Summary
The “Server Pending Restart monitor” is designed to detect when a computer or server is pending a restart. This monitor is enabled by
default.
Pending restart condition detection
The following conditions are checked to determine whether there is a pending restart:
Component Based Servicing (CBS): Any component based servicing which has taken place on the target computer, and requires a restart,
the following registry location will store a 'PendingRebbot’ value - "HKLWM\SOFTWARE\Microsoft\Windows\CurrentVersion"Component
Based Servicing',.
Pending Computer Rename and/or Domain Join: Computer rename operations are checked by evaluating the following registry locations
and values - ‘SYSTEM\CurrentControlSet'\Control\ComputerName'\ActiveComputerMame',’ and
‘SYSTEMMCurrentControlSet\Contro\Computerfame\ComputerMame',. Domain join operations are checked by evaluating the following
registry location - "SYSTEMYCurrentControlSet\Services\Metlogon' and the presence of "JoinDomain’ value,
Pending File Rename Operations: This condition detection is enabled by default within the monitor, File rename operations are checked
using the following registry key and value - 'SYSTEM\CurrentControlSet\Control\Session Manager, 'PendingFileRenameOperations’. File
rename operations are triggered most commonly by anti-virus products when removing and updating virus definitions and / or .dat files.
System Center Configuration Manager {(SCCM): This condition detection is enabled by default within the monitor, Any activity performed by
the SCCM Client which results in a system pending restart is checked by executing a WMI query against the SCCM client
['ROOTcem\ClientSDK') on the target computer.
Windows Update / Auto Update: Post Windows Update / Auto update operations which result in the target computer requiring a restart
are checked using the following registry key and value - "'SOFTWARE\Microsoft\Windows\CurrentVersion\WindowsUpdate\Auto Update,,
‘RebootRequired’.
Configuration
This monitor can be customized using overrides:
Enabled: Use to enable/disable the "Server Pending Restart monitor”, Default value for ‘Enabled’ is "True’,
IntervalSeconds: How often (in seconds) the monitor will check for a pending restart condition. Default is 86400 seconds (24 hrs).
Note - All condition detections are DISABLED by default. You must enable the required condition detections via override.
SCCMCheck: The condition detection of SCCM client activities which result in a pending restart status. Default is ‘False’.
FileRenameCheck: The condition detection of file rename operations which result in a pending restart status. Default is "False’,
ComBSCheck: The condition detection of Component Based Servicing operations which result in a pending restart status. Default is 'False’.
ComRNDJChedk: The condition detection of computer rename and or Domain join operations which result in a pending restart status.
Default is ‘False’,
WinUAUChedk: The condition detection of Windows Update Automatic Update operations which result in a pending restart status. Default [¥)
is ‘False’,




6.3. Alert Rule
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6.3.1. Rule Configuration

¢ Rule display name: "Server Pending Restart Alert Rule”
e Target: Windows Server Operating System
e Enabled: FALSE

Rule Alert configuration

e Alert name: "Rule Alert - Server pending restart detected”
e Priority: Medium
e Severity: Warning

6.3.2. Overridable rule properties

Inherited from

Property

Comment

Default Value

Enabled

Use to enable/disable the "Server Pending
Restart Alert Rule".

FALSE

IntervalSeconds

How often (in seconds) the monitor will check for
a pending restart condition.

86400 (24hrs)

SCCMCheck

The condition detection of SCCM client
activities which result in a pending restart
status.

FALSE

FileRenameCheck

The condition detection of file rename
operations which result in a pending restart
status.

FALSE

ComBSCheck

The condition detection of Component Based
Servicing operations which result in a pending
restart status.

FALSE

ComRNDJCheck

The condition detection of computer rename
and or Domain join operations which result in @
pending restart status.

FALSE




WinUAUCheck The condition detection of Windows Update FALSE

Automatic Update operations which result in a
pending restart status.

TimeoutSeconds | Timeout in seconds for the PowerShell script 120

inside the monitor.

Rule Product Knowledge:

Server Pending Restart Alert Rule Properties

General| Configuration | Product Knowledge

Company Knowledge] Overides

Summary

The “Server Pending Restart Alert Rule” is designed to detect when a computer or server is pending a restart, This rule, which is disabled by
default has the exact same condition detection behaviour as the “Server Pending Restart Monitor®, This rule can be enabled as an
alternative to the "Server Pending Restart Monitor” when the presentation of health state changes are not required.

Pending restart condition detection
The following conditions are checked to determine whether there is a pending restart:

Component Based Servicing (CBS): Any component based servicing which has taken place on the target computer, and requires a restart,
the following registry location will store a ‘PendingRebbot’ value - "HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Component
Based Servicing',.

Pending Computer Rename and/or Domain Join: Computer rename operations are checked by evaluating the following registry locations
and values - 'SYSTEM\CurrentControlSet\Controlh\Computeriame\ActiveComputerMame’,’ and
‘SYSTEMNCurrentControlSet\Control\ComputerName\Computerlame'’. Domain join operations are checked by evaluating the following
registry location - "SYSTEM\CurrentControlSet\Services\Metlogon' and the presence of "JoinDomain’ value.

Pending File Rename Operations: This condition detection is enabled by default within the rule. File rename operations are checked using
the following registry key and value - "SYSTEM\CurrentControlSet\Control\Session Manager', ‘PendingFileRenameOperations’. File rename
operations are triggered most commonly by anti-virus products when removing and updating virus definitions and / or .dat files.

System Center Configuration Manager (SCCM): This condition detection is enabled by default within the rule, Any activity performed by
the SCCM Client which results in a system pending restart is checked by executing a WMI query against the SCCM client
['ROOT.ccm\ClientSDK') on the target computer.

Windows Update / Auto Update: Post Windows Update / Auto update operations which result in the target computer requiring a restart
are checked using the following registry key and value - "SOFTWARE\Microsoft\Windows\CurrentVersion\WindowsUpdate\Auto Update,,
‘RebootRequired’.

Configuration

This rule can be customized using overrides:

Enabled: Use to enable/disable the "Server Pending Restart Alert Rule”, Default value for ‘Enabled’ is 'False’.

IntervalSeconds: How often (in seconds) the rule will check for a pending restart condition. Default is 86400 seconds (24 hrs).

Note - All condition detections are DISABLED by default. You must enable the required condition detections via override.

SCCMCheck: The condition detection of SCCM client activities which result in a pending restart status. Default is "False’.

FileRenameCheck: The condition detection of file rename operations which result in a pending restart status. Default is 'False’.
ComBSCheck: The condition detection of Component Based Servicing operations which result in a pending restart status. Default is ‘False’,

ComRNDJCheck: The condition detection of computer rename and or Domain join operations which result in a pending restart status,
Default is 'False’,

WinUAUCheck: The condition detection of Windows Update Automatic Update operations which result in a pending restart status. Default
is ‘False’,




7. Alerting

Both the monitor and rule alerts contain the same level data within the description.
Depending on whether certain condition detections are enabled or not, this is also
reflected in the alert description:

Example 1:

Alert Details

Y\ Monitor Alert - Server pending restart detected Alert Description

Source: l" Microsoft Windows Server 2016 Standard Restart pending status

Full Path Name: APSMO1,com\Microsoft Windows Server 2016 Standard

Alert Monitor: /) Server Pending Restart monitor ComponentBased Senidng talse
Created: 29/03/2019 16:43:03

Computer rename and/or Domain Join - false

File rename operations - true - (See alert context for ‘PendingFileRenameOperationsValue')
SCCM Client - false

Windows Update / Auto Update - false

Last boot up date / time - 03/04/2019 23:57:55



Example 2:
Alert Description

Restart pending status:

Component Based Servicing - false

Computer rename and/or Domain Join - false

File rename operations - true - (See alert context for 'PendingFileRenamelperationsValue’)
5CCM Client - false

Windows Update / Auto Update - false

Last boot up date / time - 03/04/2019 23:57:55

Example 3:

Alert Description

Festart pending status:

Component Based Servicing - Monitoring not enabled for this condition

Computer rename and/or Domain Join - false

File rename operations -true - [See alert context for 'PendingFileRenameDperationsValue’)

SCCM Client - Mo 5CCM Agent present on this computer
Windows Update / Auto Update - false

Last boot up date / time - 03/31,/2019 044500



Example 4:

When condition detection has been enabled for 'File rename operations’, the alert context
tab contains the items associated with the file rename operations:

! Alert Properties

Date and Time:

Property Name

RestartPending
ComponentBasedServicing
PendingComputerRenameDomain]oin
PendingFileRenameOperations

PendingFileRenamedperationsValue

SystemCenterConfigManager
WindowsUpdateAutoUpdate
LastBootUpTime

General Product Knowledge Company Knowledge History Alert Context §custom Fields

02/04/2019 13:57:13

Property Value

RestartPending

Manitoring not enabled for this condition
falze

WPAC: Windows\system32\spool\W4Dirs\D& TEB424-CFaD-
AFCE-20AE-TODG30ET302C \vobdada. BUD Y77
YWCWindows\system32\spool\W4Dirs\De FTEB424-CFaD-
4FCE-90AE-70D630E7302C \59b3a4a.apd 177

W \Windows\system32\spool\W4Dirs\D6 FBE424-CFaD-
AFCE-90AE-TODG30ET302C pde, xml 77
YC:Windows\system32\spool\W4Dirs\D6 7TBE424-CFaD-

4FCE-90AE-7OD630ET302C \P7\C: Windows\system32
\spool\V4Dirs\D40200C 2-C329-45F 2-A82D-FI4073CE7AAZ
Y9a072afe. BUD WA\C:\Windows\system32
\spool\V4Dirs\D40200C 2-C329-45F 2-A82D-FI4073CE7AAZ
Va0 72afe.apd \P\C: \Windows\system32
\spool\V4Dirs\D40200C 2-C329-45F 2-A82D-FI4073CE7AAZ

falze
03/31/2019 04:46:00




8. About Apajove
/\ Apdjove

Apajove is a UK based provider of IT solutions using Microsoft System Center and related
technologies. Offering a world-class consulting service, Apajove is led by a team of professionals
who bring the highest level of experience and expertise available in the industry. With over 50
years' combined experience with Microsoft technologies, Apajove has established itself as one of
the leading pure-Microsoft consultancies in the UK.

Apajove are also the suppliers of Callisto, the breakthrough HTML dashboard for System Center.

Calisto [+
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For more information, please contact us or see
www.apajove.com/callisto
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